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by Mark Cyzyk

This is not a "how to" book; rather, it is a texblBaon the state of the art in network security,
specifically network security as it is currentlyplamented on the Internet and on local intranedst L
the label "textbook" discourage readers howevenyst point out that Oppliger's work is readable and
informative for those seeking a detailed survethefcurrent architectures and protocols involved in
securing information systems connected to the reteor an intranet.

Oppliger begins by reviewing the nature of TCP/&@working and the various network layers that are
of key concern in securing an information system.itfroduces something he calls the Internet
Model, a simplification of the familiar Open Systémterconnect (OSI) model, as a heuristic device
to be used throughout the book. Instead of therskayers of the OSI model, the Internet Model is



comprised of only four: The Network Layer, the hmiet Layer, the Transport Layer, and the
Application Layer. The book details the means cls@g each of these network layers.

Before doing so, however, Oppliger provides a fiteoduction to cryptographic techniques,
authentication types, and key distribution inclgdone-way hash functions, secret key cryptography,
public key cryptography, password-based authemicaaddress-based authentication, cryptographic
authentication, manual key distribution, centereollsey distribution, and certificate-based key
distribution. With this as a general backgroundhen proceeds to a discussion of some specific
security techniques as applied to each layer oftteznet Model.

The first type of technology Oppliger discussefiresvall technologies, and these are of two types:
Packet filters and application gateways. Essewtialpacket filter is a firewall system that opesaat
the Internet Layer of the Internet Model. It exaesreach and every incoming packet and, following
predetermined packet filtering rules, allows omtl®vs packets into an internal network. Packet
filters can ensure that, for example, requestsdoious Internet services (telnet, SMTP) occur only
on the common port numbers to which those sendacesiormally bound. Moreover, a packet filter
can combat IP spoofing by passing only those paakbbse origin is from an IP address outside of
the internal network. Thus if a hacker attemptgde an internal, trusted IP to gain access to the
internal network from outside, the packet filtetlwlietermine that an internally-assigned IP is
attempting to cross the firewall from an externetiwork and will disallow it.

Whereas packet filters operate at the Internet Lafehe Internet Model, application gateways
operate at the transport or application layers déjog upon whether they are a circuit-level gateway
or an application-level gateway, which Oppligettidiguishes and defines. In either case, an
application gateway is a sort of proxy server facleapplication protocol being run on a networlg if
network uses the telnet protocol, for example,dlveil exist a telnet daemon running as a proxy on
an application server somewhere between the irgideoutside networks that screens, logs, and
performs other accounting functions on all telm@h$actions attempting to cross. The same holds for
other applications and protocols.

After an insightful discussion of firewall placentem a network, Oppliger proceeds to introduce and
detail the various proposed and currently implem@mhternet Layer communications protocols.
These include: Security Protocol 3, Network Layec8ity Protocol, Integrated NLSP, swiPe, IPv6,
and several others. For those with an interesiwnlével protocols, this should prove fascinatifgy--
this reviewer, however, the level of detail wasnieiesting. Nevertheless, such a discussion cbrtain
belongs in a book of this type.

What was more interesting was Oppliger's next tofiiansport Layer Security Protocols. These
include Security Protocol 4, Secure Shell, Priv@denmunication Technology, and Secure Sockets
Layer (SSL). The level of technical detail involvedOppliger's elaboration of how SSL operates was
interesting, perhaps because SSL is such a commidely implemented protocol.

In his chapter on Application Layer Security Pratis¢ Oppliger broaches the topic of secured
applications such as Secure Telnet, the variousfaof secure email systems, and Secure HTTP. His
narrative on PGP-encrypted email and Secure MIMdtiisly a sign of things to come. These
technologies are here now, but not commonly implaete As email becomes more and more central
to the inner workings of societies around the wat&lsecurity will quickly become of prime
importance--and encrypted email systems will celyabecome prevalent.



He concludes the book with a brief look at eledtt@m@mmerce as well as a short survey of Internet
security tools (e.g., Satan, COPS, TCP WrappellJnhe book provides a fine overview of the stat
of the art in Internet security. It was not, howewa easy read in places and is certainly notok bm
be consulted for practical advice.
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Internet Intranet Security TT-66315 US/Data/Computers-Technology 3.5/5 From 890 Reviews Rolf Oppliger, Rolf Oppliger audiobook |
*ebooks | Download PDF | ePub | DOC. 3 of 3 people found the following review helpful. An excellent beginningBy Andrew McCaffreyl
found Rolf Oppliger's INTERNET AND INTRANET SECURITY (SECOND EDITION) to be an invaluable tool for helping me get up to
speed on some of the fundamental aspects involved in computer network security. This taught me a lot that | needed to know and it did
so without being confusing. Annotation Oppliger (computer security series editor at Artech House) presents the second edition of this
text for computer, network, and security professionals, on the most current security technologies available today. The second edition
provides practical guidance in TCP/IP networking and cryptographic fundamentals, firewall technologies providing access control
services, the latest communication security protocols for securing today's Internet applications, and public key infrastructures. The book
requires familiarity with the fundamentals of computer networks and distributed systems, Internet and Intranet Security helps computer
and networking engineers understand, develop, and support secure TCP/IP-based networks, and enables security professionals to build
efficient systems for safeguarding commercial Internet applications. Expand. 79.A Rolf Oppliger compares the various authentication
and key distribution systems available today, including Kerberos, NetSP, SPX, TESS, and SESAME. Expand. 49.



